How to Submit Cyber Security
Trainings

Purpose:

Provide employees the basic steps to use and complete submission of required cyber security

trainings

Prerequisite:

e JRE account and password

Who's Responsible:

e All employees

Process:

e How to View Cyber Security Trainings
o Navigate to Cyber Security Trainings app on Our Current, located on the Safety page

o Click on View Cyber Security Trainings button
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Cyber Security Trainings Home

View Cyber Security Trainings How to Use This App

o Cyber Security trainings that need to be completed are listed under View Cyber
Security Trainings
o The trainings that have been completed will indicate that the training has been

"Submitted" in the Submitted column
o You can complete, review or amend a training by selecting the "View" button
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All IT Cyber Security Trainings

Topic Month Of Due By Submitted View

Sample Cyber Security Training September 2026 10/1/2026 False Ve
Topic two July 2026 8/1/2026 False
Topic one May 2026 6/1/2026 False
Another Topic the third one September 2026 9/25/2026 True

e How to Complete a Cyber Security Training
o Navigate to the training you wish to complete, view or amend by clicking on the
"View" button
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All IT Cyber Security Trainings

Topic Month Of Due By Submitted View

Sample Cyber Security Training September 2026 10/1/2026 False

Topic two July 2026 8/1/2026 False

Topic one May 2026 6/1/2026 False ‘&_
Anather Topic the third one September 2026 9/25/2026 True

o At the top of the page, click the topic title link or the Attachment link to view the
associated training
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Click the Topic Title to View: Sample Cyber Security Training

Topic Week Of Due By Attachment
Sample Cyber Security Training August 2026 8/1/2026 Monthly Training - Recognizing Phishing Emails.pdf

Date Completed

Signature

Clear

o Cover the information in the training document
o Once done, close the training document
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PHISHING EMAILS

Definition — Phishing iz when criminsls send emsils thst pretend to bs from trusted people or compsenies to trick you into
clicking linka, opening files, or giving swsey pesswords or other sensitive information. Phishing emaila might look like =
meszags from IT, 8 bank, or = delivery compsany, butitis feke snd meant to trick you into clicking s link or sharing
infarmstion 30 attsckers can stesl from you.

What Attackers Do to Trick You end How to Spot It

Create urgency or fear — Thiz makesz you panic to sct quickly then rush or skip verificstion.
s Examples: “Your sccount will be locked in 24 howrs™ or “Suspicious login detected™ or “immediste sction
reguired”

Pretend to ba someona you trust — it could be namea’brenda/companiea’people that are familiar to you.
s Exsmples: Afske emsil from T, HR, or upper mansgement. A messsgs claiming to be from Microsoft, PeyPal, or
Bank. Or=n informsl emsil from & trusted person such =3, “Hi, this iz the CEO-l need = quick fewor”™

Uaa leok-slike email addresses or websitea - One smell charscter will be changed to fool your 2yes sz most people
akim inzt==d of reading carefully.
s Examples: PayPal (capitsl | instead of lower-ces= L), micrlsoftcom, or compsny-support.com

Ask you to click a link or button they includs in emeil - links or buttons thet lead to fake webaites, butthe linksbuttons
fesl safz and familiar.
s Examples: “Verfy your sccount™ or “View imoice” or “Sign Document.”

Sand unaxpected sttechmanta —fil=a may be sttsched that contsin melwars or fzke login peges = people are used to
opening documents st work.
s Exsmples of PDFa: “Invoice. pdf” or “Secure_Document. html” or “Voicemailzip™

Agk for eensitive informetion - informsation reguests thet no resl compeny would ssk for by emsil. but the request
aounda routine and officisl
s  Exsmples: Passwords, MFA or verificstion codes, Socisl Security numbers, Credit card or benk detsils.

Usa ganaric or slightly “off" languags - vagus snd odd wording iz uz=d that doesn't s2em suspicious right swey
s  Exsmples: “Desruser” or “Hello customer™ or any swlkwsard grammar or unususl phrasing.

Pretand that somathing normel has changed - & routine process hes been updat=d but no changes have been made.
s Examples: “Vendor banking detsils updsted™ or “MNeaw payroll system™ or “Updated security policy™

Gontinue or reference existing converaationa —reply o or mimic legitimste email threads thet fe=l familisrand
=xpectad.
o  Exsmples: “Following up on my previows emsil™ or “Ag dizcussed esrlier” - Buen when no dizcussion heppened

Try to avoid verification - excusss are ghven 55 1o why they must svoid phone call or double-checks. This works becsuas
people want to be helpful and efficient.

s Exsmples: “I'min s meeting™ or “I'm treveling” or “Can't sccess my phone right now”
Phizhing Emeil Exampla

Thiz iz 8 gcreenshot of & phishing email that was sent to many here st 1. Renck Electric. Flesss review the srmow locstions
&nd refer to cormesponding sxplanstions below the emsil exsmple.

o Sign your name in the signature box
o Click "Submit" button
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Click the Topic Title to View: Sample Cyber Security Training

Topic Week Of Due By Attachment
Sample Cyber Security August 2026 8/1/2026 Monthly Training_- Recognizing Phishing
Training Emails.pdf

Date Completed

Signature

Clear

Troubleshooting:

e For technical issues submit a ticket to IT support@jranck.com

e For process questions send email to support@jranck.com
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